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Abstract 
Event correlation analysis is of vital importance in locating the trigger events of a failure in network management. In 
this paper, we propose a method aided by FCA. Firstly, we depict the occurring time of a series of events by using 
interval algebra; secondly, we introduce formal context to represent the relationship between events and their 
occurring time; thirdly, we find the relationships between events aided by FCA. Experiment analysis shows that our 
method is acceptable from the perspective of accuracy and efficiency. 
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1. Introduction 
The growing complexity of distributed automation systems has led to the needs for greater processing 
power and the spread of systems based on computer networks. As a consequence, new types of faults 
appear which make the supervision and fault management of such systems a challenge. Hence, the 
detection and identification of faults and failures are critical tasks in the networked automation systems. 
Therefore, the establishment of a sound network fault diagnosis system (NFDS) to ensure computer 
network working efficiently and stably is of vital importance. 
Two goals about NDFS should be achieved: 1. we get a possible alert and analyze it manually to get its 
cause? Need to be automated (Final goal). 2. Analysis of results and deployment.  
In this paper, we focus on the first goal and aim at describing network event correlations, discovering 
the relation between events, and finally locating the trigger events that lead network a failure. The rest of 
the goal will leave for further study. 
 
* Corresponding author. Tel.: +086+134-0391-0475 
E-mail address: zhihuilai@126.com. 
Open access under CC BY-NC-ND license.
Open access under CC BY-NC-ND license.
442  Zhi Huilai et al. / Procedia Engineering 29 (2012) 441 – 4462 Author name / Procedia Engineering 00 (2011) 000–000 
Fault analysis and management research for complex networks can be found in many literatures. For 
example, traditional deterministic approaches, such as model based [1] and qualitative methods [2] are 
able to recover the possible faults in separate units and subsystems. There are also several analysis 
techniques, such as Principal Component Analysis and Correspondence analysis. Principal Component 
Analysis (PCA) model can project the maximum deviation with small number of principal components, 
and represent a certain percentage of the deviation with fixed number of principal components [3]. 
Correspondence analysis (CA) decomposes a measure of row–column association, which is aimed to 
generate the lower dimensional space [4]. Similar to large correlation analysis (LCA) [5], correlation 
analysis is also used in fault detection by using the model of Petri net [6]. Another method, formal 
concept analysis (FCA) is already used in event relationship analysis [7], but how to find to the event 
source is still a problem. 
The goal of this study is to develop a novel methodology to locate the trigger events of a failure from 
amount of network events. In this paper, we firstly define the problem that we discuss in this paper. In 
section 2, we introduce interval algebra and FCA in the event formal description. In section 3, event 
correlation analysis aided by FCA is put forward. One experiment is discussed in section 4 and the final 
section provides the conclusion and the future work. 
2. Event and Event Relation Formal Description 
In this paper, we depict an event by 6-tuple and study the relationship between events form the 
perspective of event occurring time.  
2.1   Formal Description of an Event 
A network event has several attributes; here we mainly focus on 6 attributes, namely, name, ID, source, 
time, priority and its variable list. 
Event :=<Event-Name>, <Event-ID>, <Source>, <Time Stamp>, <Event-Priority>, <Variable list>. 
In this paper, we only use two attributes, namely, Event-ID and Time Stamp. Different from alarm 
time window mechanism [8], we use interval number calculation to disperse events on separate time 
periods.  
Definition 1:  If region c=[a,b] is a real number set{x:a≤x≤b}, then c is called an interval number. If 
a=b, then [a,b] is called a degrade interval, and is denoted by a single number a[9].  
Definition 2: If an event has no partitions, then it is said to be sustained, otherwise it is said to be 
intermittent. @ is a binary relation, and E@T means that event E occurs at time period T, and is formally 
denoted as a couple <E,T>. 
Obviously, time stamp can be naturally expressed by an interval number. An event can be decomposed 
to several sub-events, for example E={e1,e2,…,en}. If sub-event ei is sustained and occurs at time period 
[ti,ti’], then it can be denoted as ei@[ti,ti’]. If sub-event is intermittent, sub-event ei occurs at several time 
periods, and is denoted as ei@[t1,t1’]∪[t2,t2’]∪…∪[tn,tn’]. 
Definition 3: Interval number decomposition is a binary function, which is denoted as ∷,  
[a1,b1] ∷ [a2,b2]=I1,I2,I3=[a1,a2∧b1], [a2,(a2∨b1)∧b2],[(a2∨b1)∧b2,b1∨b2].  
In this formula, ∧ and ∨ are binary function, and a∧b means min(a,b) and a∨b means max(a,b). 
If after carrying out interval decomposition, we get Ii=[a,b](i=1,2,3), there are three situations that 
need to be tackled. 
(1) if a=b, then [a,b] is a degrade interval, just delete it directly. 
(2) if a>b, then [a,b] is not a interval number, just delete it directly. 
(3) if we get same interval numbers, just keep one. 
443Zhi Huilai et al. / Procedia Engineering 29 (2012) 441 – 446 Author name / Procedia Engineering 00 (2011) 000–000 3 
2.2   Formal Description of Event Set by Using FCA 
After being produced by professor R.Wille, formal concept analysis (FCA) has attracted broad 
attention and been used in various fields. Concept lattice, the core structure of FCA, is a concept 
hierarchy structure which is established according to the binary mapping between objects and attributes, 
vividly embodies the concept of the generalized and specialized relations, and has been widely used in 
many fields [10]. In this paper, we will use FCA to formally depict a series of events. 
There are three basic relations between events: follow relation, accompany relation and parallel 
relation, and are denoted by symbols “<”, “,”, “||” respectively.  
Definition 4: (follow relation“<”, accompany relation“,” and parallel relation“||”) Follow refers to 
events coming after in time or order, as a consequence or result, or by the operation of logic; Accompany 
refers to events that happen in the same time period; Parallel refers to the relation who doesn’t fall into 
follow relation and accompany relation. 
Definition 5: Given time set T, event set E, and relation @ between T and E, we can have a triple 
K=(T,E,@), and we call K  a formal context.  
Definition 6: Given sub-Time ⊆ T and sub-Event ⊆ E, there are two mappings, namely,                        
f: 2sub-TimeÆ 2sub-Event and g: 2sub-EventÆ2sub-Time. If these two mappings satisfy f(sub-Time)=                   
{sub-Event|∀ sub-Event⊆ E, sub-Event@sub-Time} and   g(sub-Event)={sub-Time| ∀ sub-Time⊆ T, 
sub-Event@sub-Time}, and then we call f and g  form a Galois link of a formal event context. 
For the sake of convenient, mapping f and g are both represented simply by symbol (’). Given a 
concept c(A,B), A’ means f(A), B’ means g(B). Thus we have A’=B, B’=A, A’’=A, B’’=B. 
Definition 7: Given formal event context K=(T,E,@), subsets sub-Time⊆ T and sub-Event⊆ E, if   
both sub-Event=f(sub-Time) and sub-Time=g(sub-Event) hold, then we call (sub-Time, sub-Event) a 
formal event concept. Sub-Time is called the extent of (sub-Time, sub-Event), and sub-Event is called the 
intent of (sub-Time, sub-Event). 
Definition 8: Given formal event context K=(T,E,@) and two formal event concepts                  
c1=(sub-Time1,sub-Event1) and c2=(sub-Time2,sub-Event2), if          sub-Time1⊆ sub-Time2, we call c1 a 
sub concept of c2 , and c2 a super concept of c1, and the relation between them is denoted as c1≤c2. 
Relation ≤ and concept set c(K) form hierarchy structure, which is called event concept lattice, and is 
denoted as L(T,E,@)=(c(k),≤).  
Example 1: Given event set E={a,b,c,d,e,f,g} and relations: a@[0,3]∪[4,5], b@[1,6], 
c@[0,3]∪[4,7], d@[5,6], e@[1,6], f@[5,6] and g@[1,3]∪[4,5]∪[6,7]. After carrying out interval 
number decomposition on the set of time intervals, we get intervals, and they are: [0,1], [1,3], [3,4], [4,5], 
[5,6] and [6,7]. These interval numbers are denoted as t1, t2, t3, t4, t5 and t6. The event formal context is 
shown in Table 1, and its concept lattice is shown in Fig.1.  
Table1. Event formal context 
 a b c d e f g 
t1 *  *     
t2 * * *  *  * 
t3  *   *   
t4 * * *  *  * 
t5  * * * * *  
t6   *    * 
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Fig. 1 Event formal concept lattice
3.  Event Correlation Analysis based on FCA 
The main idea of existing network fault diagnosis is based on managed object changing, and by the 
form of alarm (SNMP TRAP) notice sending mechanism. But usually a failure will cause a large number 
of alarms, for example a router failure causes its associated equipment and subsystems a chain reaction, 
and many alarms will be sending and finally cause a chaos. Therefore, identifying the root cause of failure 
is of vital importance in network management. 
Definition 9: (object concept and property concept) Concept of a concept lattice which has the form 
(g(f(g)), f(g)) and g∈U, then (g(f(g)), f(g)) is called a object concept; concept of a concept lattice which 
has the form (g(m), f(g(m))) and m∈A, then (g(m), f(g(m))) is called a property concept. 
Theorem 1: Object concept must be a supremum irredundant element, and vice versa; attribute concept 
must be an infimum irredundant element, and vice versa. 
According to the definition of object concept and property concept, as well as the definition of 
irredundant element, it is easy to prove the theorem. The main contribution of this theorem is to tell us a 
way to find object concept and property concept. Object concept is the one which has only one child 
concept and property concept is the one which has only one father concept. 
Under the instruction of Theorem 1, we get algorithm 1 to find all property concepts of a lattice. As 
concept lattice is a symmetry structure, it is easy to get an algorithm to find all object concepts, for the 
sake of concision omit here. 
Algorithm 1: Attribute concept judgment 
Input: concept lattice 
Output: property concept and their label 
Step 1: visit the biggest concept (mark the current visit concept with S) of the concept lattice, if its 
intent isn’t null, then this concept is a property concept, its label is its intent; 
Step 2: recursively visit lower neighbours of the already visited concept S, if any of these concepts has 
S as its only father concept, then it is a property concept, and its label is the difference set of its intent and 
concept S’ intent. 
Definition 10: Given any object g1∈G，g2∈G, if f(g1)⊂ f(g2) or f(g2)⊂ f(g1) holds, then we call 
g1and g2  comparable, and denote as g1<g2 or g2<g1；otherwise, we call g1and g2 are not comparable, and 
denote as g1||g2. 
123456,() 
2345,be 12456,c 
245,bce 124,ac 246,cg 
5,bcdef 
(),abcdef 
24,abceg 
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The symbol “<”, “||”in definition 9 is same as the symbol in definition 1. Although their meanings are 
not completely identical, they have common sense to some extent which will be discussed later. 
Theorem 2: if two concepts are comparable, and they are object concepts or property concepts, then 
their labels are also comparable. 
Definition 11: (attribute sequence) sets of attribute sequence are the smallest sets, such that:  
(1) Single attribute B can be an attribute sequence; 
(2) If B1 and B2 are attribute sequences, then (B1, B2), (B1<B2), (B1||B2) are also attribute sequences. 
Given an attribute sequence S, there may be three types of relation, “,”, “<”, “||”. Both “,” and “||” are 
reflective, symmetry and transitive, so they are equivalence relation on attributes.  Relationship “<” is 
reflective, anti-symmetry and transitive, so it is an order on attributes.  
Aided by attribute sequence, association rules can be extracted. For example, if there is a sequence 
B1<…<B2, then we can get association rule B1→B2.  
In example 1, there are five property concepts, namely (2345,be), (12456,c), (124,ac), (246,cg) and 
(5,bcdef), and their labels are be, c, a, g and df.  
According theorem 2, we can easily get a sequence about attributes ((d,f)<(b,e))||((a||g)<c). In this 
sequence, we get the following information and locate the trigger of any given event. 
(1) Event d and f, b and e occur at the same time, event d accompany event f, and event b accompany 
event e.  
(2) Event a is parallel to event g, and any element of set {b,d,e,f } is parallel to any element of set 
{a,c,g}. 
(3) (d,f)→(b,e), (a||g)→c. 
By using the above information, the root reason of an event can be detected. For example, if events a,c 
and g occur, a or g must be the trigger event of c. As event a is parallel to event g, then whether a or g is 
the trigger event left to be determined by expert (or an expert system, the final goal is determined by 
expert system).  
4.  Experiment and analysis 
To test the effectiveness of the method, without loss of generality, the experimental environment is 
composed of DEC network and Ethernet based on hybrid Internet protocol. The system has a total of 20 
device nodes, 3 sections local area links. Then if we turn on interface card CDMA / CD chip U2 jumper 
of device 7, device 9 and device 15, set device 5 for maintenance. State information collector found the 
1738 error event information. Then we use correlation analysis to find the root events of a given error 
event. If analysis result is the same as the one given by experts, we say this result is correct. 
In experiment, several errors occur; one of them is error code event. By using network correlation 
analysis, error-related events are source address errors and broadcast frame errors. By consulting expert, 
this result conforms to common knowledge.  
After repeating this experiment several times in the same way, we find that: the accuracy improves as 
more and more events are gathered, but it stops increasing when it reaches its peak value (Fig.2).  
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Fig. 2 Accuracy statistic chart                                                     Fig. 3 Time complexity statistic chart  
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Time consuming relates to the data distribution density of event formal context: if the data are sparse, 
the time complexity is low; otherwise, it is high (Fig.3, L1: p=0.2, L2: p=0.25, L3: p=0.33). In a given 
event formal context, data distribution density is measured by the average probability of whether an event 
occurs in a time period.  
5. Conclusion 
Event correlation analysis plays a vital role in network fault management. In this paper, the event is 
formally described by 6-tuple. Interval algebra is adopted to represent event occurring time. After integral 
decomposition on time set, events disperse on several time intervals. Then we use formal context to 
depict the relationship between events and time periods. In discovering events correlation, property 
concepts are used to facilitating this process. The experiment shows that our method is concise and 
reasonable and is fit for real application in network management.  
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